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ABSTRACT:
Advanced Machine Learning Algorithms,
The Rise Of Remote Learning And Video Intelligence, And Behavioral
Online Assessments Has Introduced Challenges ~ Analytics, This System Fosters Trust And
In Maintaining Academic Integrity. This Project, ~ Falmess In Online Education. It Not Only
"Ai-Based Proctoring System For Cheating Deters Dishonest Practices But Also
Prevention In Online Exams," Addresses These ~ Reinforces The Credibility Of Virtual
Challenges By Leveraging Artificial  Assessments, Paving The Way For Secure
Intelligence To Monitor And Secure Virtual ~And  Reliable  Digital  Examination
Examinations Effectively. The System Employs ~ Solutions. KEYWORDS: Ai-Based
Real-Time Face Detection To Authenticate  Proctoring, — Gaze  Tracking,  Pose
Participants And Prevent Impersonation, ~ Estimation,  Real-Time  Monitoring,
Ensuring Only Authorized Candidates Can  Academic Integrity, Behavioral Analytics,
Access The Exam. Additionally, Gaze Tracking ~ Virtual Invigilation, Anomaly Detection,
Algorithms Monitor Eye Movements, Detecting ~ Secure Online Exams
Off-Screen Distractions That May Indicate
1. INTRODUCTION

Potential Malpractice. The Integration Of Pose
Estimation Enables The System To Analyze
Examinees' Body Movements, Flagging
Unusual Or Repetitive Actions That Could
Suggest Cheating Attempts.

Powered By Tools Such As Yolo (You Only
Look Once) For Object Detection And
Mediapipe For Activity Recognition, The
System  Delivers Precise, Real-Time
Insights. Proctors Can Oversee Live Exams
Via A Responsive Web Interface, Receiving
Instant Alerts For Suspicious Behavior.By
Integrating
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The rapid expansion of digital learning
platforms and remote education has drastically
changed the academic landscape. With the
flexibility of attending courses from anywhere
and taking exams online, institutions are now
facing a significant challenge: maintaining the
credibility and integrity of assessments.
Traditional methods of exam supervision, such
as human invigilators and simple video
recording, are no longer sufficient to ensure a
fair testing environment. Students can easily
access additional devices, receive help from
others in the room.
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This is where artificial intelligence becomes an
essential ally. An Al-Based Proctoring System
offers a smart, automated solution that can
monitor, detect, and respond to potential
cheating behavior during online examinations.
Instead of merely recording, the system actively
analyzes real-time data to identify actions that
violate examination protocols. By using
computer vision and behavioral analysis, the
system continuously monitors the candidate’s
presence, eye movements, body posture, and
surrounding environment. It can detect multiple
faces in the camera frame, identify unauthorized
objects like mobile phones and books, and
analyze audio for suspicious sounds like
whispering or background conversation.

Moreover, Al-based proctoring enhances the
efficiency of the exam process by reducing
dependence on human supervision, providing
consistent vigilance, and generating detailed
analytical reports. It also addresses the issue of
scale, making it possible to securely conduct
exams for thousands of students simultaneously.
The integration of such technology not only
safeguards academic standards but also builds
trust in the authenticity of remotely conducted
evaluations.

AND RELATED

WORK:

The transition from traditional classroom-
based learning to digital education has been one
of the most transformative shifts in recent
decades. However, the convenience and
accessibility offered by remote learning

© 2025, IRJEAT

ISSN 2581-7795

International Research Journal of Education and Technology Peer
Reviewed Journal

platforms have also introduced vulnerabilities,
particularly in the domain of online assessments.
Institutions have historically relied on in-person
invigilation to prevent malpractices, but such a
model is ineffective in a virtual environment.
This has led to the development of various
digital proctoring solutions aimed at bridging the
gap in academic integrity.

Early online examination systems employed
basic browser lockdown features and video
recording tools. These systems were limited in
functionality and often incapable of detecting
subtle or complex forms of cheating.
Subsequently, many institutions moved towards
live remote invigilation, where human proctors
monitored candidates through webcams.
Although slightly more effective, this method
still faced challenges related to scalability,
human error, and the need for constant attention
over extended periods.

In recent vyears, artificial intelligence has
emerged as a promising solution to these
problems. Al-powered monitoring systems can
analyze vast amounts of data in real time,
without fatigue or bias. Several existing tools—
such as ProctorU, Examity, and Honorlock—
have adopted Al-driven components, but most
still rely heavily on manual verification.
Furthermore, these systems typically operate on
rule-based logic rather than adaptive behavior
analysis.

The proposed system builds on this foundation
by introducing a layered monitoring approach
that combines object detection, pose estimation,
and behavioral tracking. Unlike earlier models,
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this system does not merely record but actively
interprets human behavior to flag anomalies.
This shift from passive to intelligent proctoring

is crucial for upholding examination integrity in
a digitally dominant academic world.

3. LITERATURE SURVEY

The integration of Artificial Intelligence
(Al) in online assessment systems has become a
significant research area in recent years. With
the growing shift from traditional classroom
examinations to remote online testing,
educational institutions have faced new
challenges in maintaining academic integrity
and ensuring fair assessments. As a result,
multiple studies and research initiatives have
focused on using computer vision, machine
learning, and deep learning techniques to
develop intelligent proctoring solutions.

One major research domain in Al-based
proctoring is face detection and verification.
Various authors have emphasized the
importance of identity verification throughout
the examination session. Deep learning models
such as CNNs (Convolutional Neural Networks)
are commonly used for real-time face
recognition. These models help in identifying
the candidate at the beginning of the exam and
continuously tracking their presence to prevent
impersonation.

Another critical aspect covered in the literature
is object detection. Studies have demonstrated
that algorithms like YOLO (You Only Look
Once) and SSD (Single Shot Multibox Detector)
are capable of identifying unauthorized items
such as mobile phones, books, and additional
screens in real time. These models are trained on
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large-scale datasets like COCO and have proven
effective in high-speed image processing
environments.

Further research highlights the use of pose
estimation and gaze detection as valuable tools
to monitor student behavior. Algorithms such as
OpenPose and MediaPipe allow the system to
track the direction of a student's eyes and
movement of the head or body, which is useful
in detecting if the student is consistently looking
away from the screen or showing signs of
distraction.

A more advanced area of research is behavioral
modeling using LSTM (Long Short-Term
Memory) networks, which are particularly
useful in identifying suspicious behavioral
patterns over time. LSTM models analyze
sequences of movements and actions, offering
deeper insight into candidate conduct beyond
just individual events.

Additionally, audio analysis and speech
monitoring have gained attention. By
converting audio inputs into spectrograms and
analyzing them using NLP (Natural Language
Processing), systems can detect background
noise, whispered conversations, or unauthorized
verbal communication.

. EXISTING WORK

Over the past decade, the development of
online proctoring systems has been steadily
increasing due to the widespread adoption of e-
learning and virtual examination platforms.
While these existing tools serve as foundational
systems for remote exam monitoring, they
present multiple limitations in terms of

flexibility, accuracy, automation, scalability,
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and adaptability to modern cheating techniques.
Understanding the functionality, benefits, and
shortcomings of current systems is essential in

designing a more intelligent, efficient, and
advanced Al-driven proctoring framework.

One of the earliest generations of proctoring
tools involved browser-locking software, such
as Safe Exam Browser and Respondus
Lockdown Browser. These tools restrict
students from navigating away from the exam
interface, copying content, accessing
unauthorized websites, or launching other
software. Although such tools mitigate digital
cheating on the host machine, they are unable to
monitor the student’s physical environment,
interactions with external devices, or assistance
from others, making them inherently limited in
real-world cheating detection.

Advancing further, several platforms introduced
live human proctoring solutions, like
ProctorU, Examity, and Talview, where
human invigilators monitor students via webcam
and audio feeds. These platforms allow
invigilators to interact with candidates, flag
suspicious activity, and conduct identity

verification. However, the dependency on
human  observation  presents  significant
challenges such as observer fatigue,

inconsistency in judgment, limited scalability,
and high operational cost, especially when
exams are conducted on a large scale.

In response, automated proctoring systems
began incorporating Al-powered modules,
including facial detection, audio monitoring, and
movement tracking. For instance, Honorlock
and Respondus Monitor utilize basic Al
components to verify student presence and
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generate event-based flags. However, most of
these platforms employ rule-based detection
algorithms, which are limited to predefined
conditions such as “face not detected” or “audio
anomaly detected.” This type of rigid logic can
lead to false positives and often fails to detect
adaptive cheating behaviors, where students
act within the rules while still violating
examination integrity.

Moreover, the current generation of tools lacks
multi-modal behavior analysis, where visual
(face, gaze, posture), audio (background voice,
verbal hints), and behavioral (sequence and
patterns of actions) data are analyzed in
correlation. Commercial solutions rarely utilize
deep learning models, such as LSTM
networks, that can understand temporal
behavioral dynamics, such as repeated head
turning, prolonged absence, or frequent glances
off-screen, which are crucial for contextual
interpretation of behavior over time.

Another major limitation is the inability of
existing tools to learn from evolving cheating
patterns. Most systems do not incorporate
machine learning feedback loops or adaptive
learning mechanisms. This results in static
performance, reducing the system’s relevance
and effectiveness over time as students develop
new cheating techniques that bypass existing
detection methods.

Additionally, few platforms offer post-exam
behavioral audit reports, which are essential
for retrospective analysis and academic
decision-making. Many systems merely flag an
alert without context or categorization, leaving it
to human evaluators to interpret

In contrast, the proposed Al-Based Proctoring
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System aims to bridge these gaps by: 5.0BJECTIVES AND PROPOSED
METHODOLOGY

e Implementing advanced object detection

using Coco SSD for real-time recognition 51 OBJECTIVES

of cheating materials and unauthorized
persons.

e Leveraging MediaPipe Pose Estimation
to analyze head movements, eye gaze,
and body orientation for distraction
detection.

e Utilizing LSTM-based behavioral
modeling, enabling intelligent analysis of
sequential activity patterns rather than
isolated actions.

e Integrating real-time audio monitoring
and NLP tools for speech anomaly
detection, enhancing environmental
context awareness.

Employing a multi-modal data fusion
framework, where visual, audio, and behavioral
inputs are correlated for accurate and
comprehensive cheating detection.

Furthermore, the system is designed to generate
automated,  structured  reports  with
timestamped records, categorizing each event
for better clarity and auditing. This reduces
human  dependency, increases detection
accuracy, improves transparency, and supports
large-scale examination environments
effectively.

By learning from the gaps in existing systems,
this project proposes a next-generation Al-
enabled proctoring framework that is robust,
adaptive, and scalable, capable of ensuring
academic integrity even in complex and dynamic
remote learning environments.

© 2025, IRJEAT

The shift toward online examinations in
educational systems has introduced new
challenges in maintaining fairness and academic
integrity. This project seeks to create a smart
proctoring solution powered by Artificial
Intelligence (Al) and Deep Learning (DL) to
automatically oversee online assessments and
identify any questionable activities. By
leveraging advanced technologies such as
computer vision, facial analysis, object
recognition, pose tracking, and behavioral

analysis, the system will monitor student actions
in real time, ensuring the authenticity of the
exam process and minimizing the need for
human supervisors.

PRIMARY GOALS:

e Confirm student identity through
advanced face detection and recognition
techniques.

e |dentify prohibited items, such as
smartphones,  textbooks, or extra
monitors, using object recognition
methods.

e Track student posture, movements, and
eye direction with pose tracking
technology.

e Analyze behavioral trends using deep
learning models like LSTM to detect
irregularities.

e Provide instant notifications for rule
violations and compile comprehensive
reports after the exam.
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5.2 IMPLEMENTATION STRATEGY

The Al-driven proctoring solution adopts
a structured, modular approach, combining Al
algorithms with real-time monitoring tools. It
operates seamlessly, ensuring non-disruptive
and intelligent supervision of students during
virtual exams.

521 DATA GATHERING AND
PREPARATION

e Video and audio inputs are recorded via a
webcam and microphone during the
exam.

e Video streams are broken down into
individual frames for detailed analysis.

e Audio inputs are transformed into
spectrogram representations to detect
unusual sounds.

e Frames are adjusted, refined, and scaled
to meet the input specifications of the Al
models.

5.2.2 IDENTITY  VERIFICATION
THROUGH FACE DETECTION

e The system employs MTCNN (Multi-
task Cascaded Convolutional
Networks) to consistently verify the
student’s identity throughout the exam.

e It flags instances where the student exits
the camera’s view or if a different
individual appears in the frame.
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e Notifications are issued if the
absent for too long or if an identity
mismatch occurs.

e The face detection model is trained using
the Wider Face dataset, which offers a
wide variety of face images for reliable
performance.

5.2.3 DETECTION OF
UNAUTHORIZED OBJECTS WITH
YOLOV5

e YOLOVS5 (You Only Look Once,
version 5) is utilized to spot items that
could be used for cheating, such as
mobile devices, books, or additional
people in the vicinity.

e The system marks detected objects with
bounding boxes in real time and records
them for review.

e This functionality is implemented in the
object_detection.py module, as per the
project structure.

5.2.4 POSTURE AND
TRACKING WITH MEDIAPIPE

GAZE

e The system uses pose tracking to monitor
the student’s body posture and eye
movements.

e It identifies unusual actions, such as
excessive head turns, looking away
repeatedly, or leaving the chair.

e Specific thresholds for posture changes
are defined to detect potentially
suspicious behavior.
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525  BEHAVIORAL

THROUGH LSTM

INSIGHTS

e A Long Short-Term Memory (LSTM)
model processes sequential data to
evaluate student behavior over time.

e It examines patterns in movements and
gaze to determine if the behavior is
typical or concerning.

e This approach allows for a more nuanced
understanding of actions compared to
one-time checks.

5.2.6 AUDIO ANALYSIS AND VERBAL
DETECTION

e Audio inputs are monitored to catch
background noises or spoken interactions
that may indicate cheating.

e Spectrograms are analyzed, and basic
Natural Language Processing (NLP)
methods are applied to identify sounds
like whispering or conversations.

e The audio analysis model is trained on the
ESC50 dataset for environmental sound
recognition and the Librespeech Clean
100 dataset for clear speech detection,
ensuring precise identification of audio
irregularities. This is implemented in the
audio_detection.py module.

5.2.7 NOTIFICATION AND LOGGING
MECHANISM

e A smart notification system instantly
highlights any detected issues during the
exam.

e All incidents are logged with timestamps
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in the logs/ directory for post-exam
review.

e A dashboard provides invigilators with a
visual overview of activities, alerts, and
detailed logs.

5.3 RELEVANCE AND NECESSITY OF
THE PROJECT

With the growing adoption of online
learning platforms, the demand for a reliable,
scalable, and intelligent proctoring system has
never been greater. Traditional supervision
methods are no longer effective in the digital
realm, making this solution essential for
maintaining exam credibility.

POTENTIAL APPLICATIONS:

e Universities and schools conducting
online assessments on a large scale.

e Organizations managing professional
certifications and entrance examinations.

e Corporate  sectors  for  training
evaluations.
e Competitive exams and remote testing
scenarios.
5.4 PLANNED APPROACH

The proctoring framework integrates
advanced deep learning models to deliver
accurate and dependable exam oversight.

5.4.1SYSTEM ARCHITECTURE

e The system combines multiple models:
YOLOvV5 for object detection (in
object_detection.py), MediaPipe for

e pose tracking, and LSTM for behavioral
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analysis. °

e Simulated exam scenarios are also used to
train and test the models.

e Performance is measured using metrics
like precision, recall, F1 score, and
confusion matrices to ensure model
reliability.

e MTCNN handles face detection and
identity verification (in
face_detection.py), trained on the Wider
Face dataset for optimal accuracy.

e Audio monitoring is performed using
models trained on the ESC50 and
Librespeech Clean 100 datasets (in
audio_detection.py).

e Pre-trained models are fine-tuned for
exam settings, with weights stored in the 1
models/ directory. = é :

e Supporting functions for logging, %
notifications, and other tasks are coded in o A
utils.py, while the main execution script | N
IS main.py. m....

6.FLOW DIAGRAM

5.4.2 LIVE MONITORING SETUP

e A real-time loop captures and processes '
video and audio feeds. m =
e Any detected issues are immediately
flagged and categorized.
e Invigilators can access a user-friendly
interface to view notifications, review
logs from the logs/ directory, and

generate reports. 7. OUTCOMES AND PERFORMANCE

EVALUATION

5.4.3 DATASETS AND PERFORMANCE
EVALUATION The development and testing of the Al-driven

proctoring solution have vyielded promising
e The system leverages the Wider Face  results, showcasing its capability to detect
dataset for face detection, the COCO  dishonest behavior and uphold the integrity of
dataset for object detection with  online examinations. The evaluation highlights
YOLOV5,the OpenPose dataset for pose  the effectiveness of each component and its role
tracking, and the ESC50 and in improving the overall monitoring process
Librespeech Clean 100 datasets for  during virtual assessments.
audio analysis.
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e The LSTM model analyzed sequential
actions to identify unusual behavioral
patterns, such as repetitive glancing or
excessive movement.

e |t successfully detected anomalies with

7.1 IMPROVED SUPERVISION EFFICIENCY

e The system consistently monitored the
presence of candidates in real time using

MTCNN for face detection, trained on an accuracy of 84%, providing a deeper
the Wider Eace dataset. understanding of candidate behavior over
time.

e Itensured continuous identity verification

throughout  the exam,  isSUNG 7, gySTEM EFFICIENCY AND RESPONSE
notifications when the candidate’s face  1\mE

was absent or when an unrecognized

individual appeared in the frame. e Notifications for detected violations were
e The face detection module, implemented issued with a latency of less than 180

in  face detection.py, achieved a milliseconds, enabling quick responses

reliability rate of over 92% in tracking from remote supervisors.

and verifying identities. e All incidents were recorded with

timestamps in the logs/ directory,
ensuring a clear audit trail for post-exam

7.2 PRECISE OBJECT IDENTIFICATION analysis.

AND MOVEMENT TRACKING °

e Using YOLOV5 (implemented in 7.5 SCALABILITY FOR MULTIPLE USERS

object_detection.py), ~ the  system e The system demonstrated its ability to
accurately identified prohibited items handle multiple candidates

such as smartphones, extra monitors, or simultaneously, supporting up to 50
written notes, with a detection accuracy examinees with negligible performance

of 87%. o _ degradation.
e The MediaPipe framework effectively e Backend processing managed real-time

tracked head positions and body data analysis efficiently, confirming the
movements, detecting off-screen glances system’s  suitability for large-scale

and posture shifts with an accuracy of deployments.
89%.
e These features ensured that suspicious
activities, such as looking away or
reaching for hidden materials, were
promptly flagged.

8. ANALYSIS AND INSIGHTS

The introduction of this Al-driven proctoring
7.3 ANALYSIS OF BEHAVIORAL TRENDS
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solution represents a significant advancement in
ensuring fairness during remote examinations.
By combining technologies like computer
vision, deep learning, and behavioral analysis,
the system offers a robust and automated
approach to exam supervision.

A key strength of this solution is its multifaceted
detection strategy. Unlike traditional methods
that rely solely on video feeds or screen
restrictions, this system integrates visual,
behavioral, and audio data for a comprehensive
monitoring experience. The ability to track head
movements, monitor gaze direction, and analyze
behavioral patterns in real time greatly enhances
the accuracy of supervision.

The object detection module, powered by
YOLOV5, significantly reduced instances of
undetected cheating involving physical items.
Similarly, the MediaPipe pose tracking system
excelled at identifying subtle actions, such as
frequent glances away, which often go unnoticed
in manually supervised exams.

The audio analysis component, trained on the
ESC50 and Librespeech Clean 100 datasets
and implemented in audio_detection.py, proved
effective in detecting background noises,
whispers, or external voices, adding an
additional layer of security to the proctoring
process.

However, some challenges were encountered
during testing. Factors like dim lighting or low-
quality webcams occasionally affected the
performance of face and object detection. The
accuracy of behavioral analysis also varied
depending on the candidate’s activity level and
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sitting posture. Additionally, while the audio
detection module performed well, its accuracy
could be further improved by training on more
diverse datasets and incorporating advanced
sound recognition techniques

Moving forward, integrating adaptive learning
mechanisms could enable the system to improve
its performance over time. By learning from new
data and user feedback, the solution could
become even more effective in diverse exam
environments. This project not only provides a
practical tool for exam monitoring.

9.RESULT IMAGES:

FIGURE 9.1
CURVE

PRECISION-RECALL
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FIGURE 9.4 OBJECT DETECTION

10. FINAL REMARKS

FIGURE 9.3 RESULT GRAPH The Al-driven proctoring solution

developed in this project marks a notable step
forward in securing online examinations. By
combining multiple Al technologies—including
MTCNN for face recognition (trained on the
Widerface dataset), YOLOvV5 for object
detection, MediaPipe for pose tracking, audio
analysis using the ESC50 and Librespeech
Clean 100 datasets, and LSTM for behavioral
analysis—the system addresses many of the
challenges associated with virtual assessments.

Testing revealed high accuracy in detecting
dishonest  behavior,  with  low-latency
notifications (under 180 milliseconds) and
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strong scalability for institutional use. By
reducing the reliance on human invigilators,

This solution promotes transparency, fairness,
and efficiency in the exam process, minimizing
opportunities for misconduct while fostering
trust in digital education platforms.

As online learning continues to grow, tools like
this will be essential in modernizing exam
supervision practices. With further
enhancements, such as expanding the training
datasets and incorporating adaptive Al models,
this system has the potential to become a widely
adopted standard for academic institutions
worldwide.

This project not only delivers a technical
solution but also lays the groundwork for future
innovations in Al-supported education. It
demonstrates the power of intelligent systems in
solving real-world problems and encouraging
ethical practices in the digital learning
landscape.
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